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SMS Privacy Statement 
Effective November 1, 2021 
The California Department of Social Services (CDSS) is committed to promoting 
and protecting the privacy rights of individuals as enumerated in Article 1 of the 
California Constitution, the Information Practices Act of 1977, and other state and 
federal laws. It is the policy of CDSS to safeguard the privacy of personal 
information collected or maintained by the Department. 
 
This Privacy Policy (the “Policy”) governs how we treat the Personal Information 
that we collect and receive from you in connection with your use of the SMS 
Service (“Service”), which we make available to you through a third-party service 
provider. This Policy is incorporated into the Terms of Service. 
 
By using the Service, you agree to the terms of this Policy. CDSS reserves the right, 
in its sole discretion, to modify or change this Policy at any time with or without 
prior notice to you. The date of the last update will be posted at the top of this 
Policy for your convenience. This Policy, and any changes, are effective as soon as 
posted. Your continued use of the Service following the posting of any changes to 
the Policy constitutes your full acceptance of those changes. 
 
Personal information, as defined in the Information Practices Act, is information that 
identifies or describes an individual including, but not limited to, name, Social 
Security number, physical descriptions, home address, home telephone number, 
education, financial matters, medical or employment history, e-mail address or 
Internet Protocol (IP) address. 
 
What Personal Information is Collected About You 
Through the use of the Service, CDSS will receive the following information from 
our third-party service provider: your mobile phone number when you send a text 
message to us, as well as any comments or feedback regarding the Service that 
you send to us.  
 
How CDSS Uses Personal Information About You 
We use Personal Information to (a) provide you with the Service, (b) process and 
respond to inquiries, (c) improve the Service, (d) if necessary, contact you with 
important announcements or messages, (e) conduct research, and (f) provide 
anonymous reporting for internal and external purposes. 
 
Each message that you send through the Service is stored on our servers. We 
retain these messages on our servers. CDSS utilizes servers and services owned by 
third parties. The third party CDSS is currently under contract with maintains a 
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FEDRAMP certification meaning they’ve achieved the standard set forth by the 
federal government in security and risk assessment. 
 
Privacy Notice of Collection 
The California Department of Social Services (CDSS) Privacy Notice on Collection 
covers our practices regarding personal information collected when completing 
applications and forms (online or hardcopy) for our various programs. Personal 
information may include: name, social security number, physical description, home 
address, home telephone number, education or financial, medical or employment 
history, etc. Any personal information collected is governed by the requirements of 
the following authorities and all other laws pertaining to personal information: 

§ Government Code section 11015.5 
§ Health and Safety Code section 1500 et seq. 
§ Information Practices Act - Civil Code section 1798 et seq. 
§ Public Records Act - Government Code section 6250 et seq. 
§ Safeguarding Information for the Financial Assistance Programs - 45 

CFR section 205.50 
§ Statewide Administrative Manual (SAM) section Privacy 5310 et seq. 
§ Statewide Information Management Manual (SIMM) 5310 - A & B. 
§ Welfare and Institutions Code section 10850 

 
The passage of Senate Bill 86 authorizes CDSS to maintain lists and notify public 
social services recipients of their potential eligibility for other benefits and services 
not administered by the State Department of Social Services, including, but not 
limited to, education and access to critical public health services and poverty-
alleviating benefits. 
 
 
The information collected via this SMS policy will be collected by the Family 
Engagement and Empowerment Division (FEED) within CDSS. This information 
provided pursuant to this SMS policy will be used to notify program recipients of 
their potential eligibility for other benefits and services not administered by the 
State Department of Social Services, including, but not limited to, education and 
access to critical public health services and poverty-alleviating benefits. There are 
no consequences if the information is not provided.  Failure to provide this 
information will not impact your ability to receive benefits from CDSS or county 
welfare agencies. 
 
The information collected will not be shared with any other government agencies, 
unless required or allowed by law to administer programs. 
 
 
Please do not provide personal information that is not requested. Any fields in the 
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application or form with unrestricted text are intended for the requested information 
only. 
  
Individuals who provide personal information to CDSS have the right to review the 
information for accuracy and completeness and to request corrections or deletions. 
For more information, review the online CDSS Privacy Policy Statement. 
  
For personal information access requests, send an email to CDSS’ Public Inquiry 
and Response Unit piar@dss.ca.gov and/or call (916) 651-8848.  They will direct 
you to your program representative. 
  
For more consumer information on security please see the California Department of 
Justice’s, “Security Awareness” 
 
Disclosure of Your Information 
CDSS does not disclose personal information. Personal information may not be 
disclosed, made available, or otherwise used for a purpose other than those specified, 
except with the consent of the subject of the personal information, or as prescribed by 
law or regulation. 
 
-We may provide such information to contracted vendors for the sole purpose of 
processing Personal Information on our behalf. If this is done, it is subject to 
agreements that oblige those parties to process such information only on our 
instructions and in compliance with this Policy and appropriate confidentiality and 
security measures.  If the third party fails to comply with our terms, CDSS is not 
accountable in any way for any liability or reimbursement for the third party’s 
unauthorized actions. 
 
-We may provide such information to third parties, such as research entities, who 
have entered into non-disclosure agreements with us. 
 
-We may respond to subpoenas, court orders, or legal process, or to establish or 
exercise our legal rights, or the legal rights of others, or defend against legal claims. 
 
-We may disclose your Personal Information when we believe it is necessary to 
investigate, prevent, or take action regarding illegal activities, suspected fraud, 
situations involving potential threats to the physical safety of any person, violations 
of CDSS’s Terms of Service, or as otherwise required by law. 
 
- We may share aggregated and non-personally identifiable information with others 
without further notice. An example of this would be the number of people who used 
the Service in a given month or the total number of text messages sent in a given 
week. 
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Security 
CDSS takes precautions to ensure the security of your Personal Information, 
including ensuring that our third-party service providers protect the security of your 
Personal Information. However, we cannot guarantee that unauthorized personnel 
will not gain access to your Personal Information despite our best efforts. You 
should note that in using the Service, your information may travel through third 
party infrastructures, which are not under our control (such as a third-party SMS 
delivery platform or your carrier network). 
 
Opting In 
A mobile user might opt-in by: 
Completing a secure form providing the CDSS with preferred contact information 
 
Opting Out 
CDSS’s third-party service provider gives you the ability to opt out of the Service 
for any reason. You can opt out by texting “STOP” or “QUIT” to XXXXX. 
 
 
Children 
The Service is not intended for children under 13, and CDSS does not intend to 
collect information from children under the age of 13. 
Children aged 13 or older should not submit any Personal Information without the 
permission of their parents or guardians. By using the Service, you are representing 
that you are at least 18, or that you are at least 13 years old and have your parents’ 
permission to use the service. 
 
Intended Audience 
CDSS requires that users of this service be limited to program recipients and other 
stakeholders of the California Department of Social Services. 
 
Questions or Concerns? 
If you have any additional questions regarding this Policy, please feel free to 
contact us any time by texting “HELP” to XXXXX. 
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SMS TERMS OF SERVICE 
Use of the CDSS text message-based services (the “Service”) is subject to the following 
Terms of Service. These terms constitute a legal agreement (the “Agreement”). Please 
read them carefully. 

1. You understand that you are not required to consent to the Service to receive 
any other services from CDSS. 

2. CDSS will allow several different opportunities, such as entering a phone number 
online, to opt-in to SMS services.   

3. You can cancel the Service at any time by texting the word "STOP" to XXXXX. 
After you send the SMS message "STOP" to XXXXX, we will send you an SMS 
message to confirm that you have been unsubscribed. After this, you will no 
longer receive SMS messages from us. If you want to join again, just sign up as 
you did the first time, and we will start sending SMS messages to you again. 

4. If at any time you forget what keywords are supported, just text "HELP" to 
XXXXX. After you send the SMS message "HELP" to us, we will respond with 
instructions on how to use our Service as well as how to unsubscribe. 

5. We are able to deliver messages to the following mobile phone carriers: 
Aerialink, IT&E (PTI Pacifica), Alaska Communications Systems (ACS), James 
Valley Cellular, Altice Mobile, Limitless Mobile, ASTAC (Arctic Slope Telephone 
Cooperative Association), MetroPCS, AT&T, MTA Wireless/Matanuska Kenai, 
Atlantic Tele-Network International (ATNI), Nemont CDMA, Bandwidth, Nemont 
UMTS, Bluegrass Cellular, Nex Tech Wireless, Boost, Northwest Missouri 
Cellular, Brightlink, Panhandle Wireless, Bristol Bay, Pine Cellular, Carolina West 
Wireless, Rural Independent Network Alliance (RINA), Chariton Valley Cellular, 
Shelcomm, Chat Mobility, SoutherLINC, Copper Valley Telecom, Sprint, Cordova 
Telephone Cooperative Inc (Cordova Wireless), Standing Rock, Cross Wireless, 
Thumb Cellular, C-Spire, TMobile, Digital Communications Consulting, Triangle 
Wireless, Duet Wireless, TSG Global, East Kentucky Network, United Wireless, 
Enflick, US Cellular, GCI Communications, Verizon, Illinois Valley Cellular, Virgin 
Mobile, Inland Cellular, WCC (West Central Wireless), Inteliquent. ***Carriers are 
not liable for delayed or undelivered messages*** 

6. You understand that anyone with access to your mobile phone may be able to 
view the messages you receive from CDSS, and you agree that CDSS will not be 
liable for any damages that may result from unauthorized access to your phone. 

7. The messages you receive from CDSS via this service are Free to End User 
(FTEU) messages, which means that the subscriber will not be billed for 
receiving or sending messages to the designated short code. 

8. By agreeing to these Terms of Service and providing us with your phone number 
when you opt in to the Service, you authorize CDSS to contact you by text 
message at the phone number you provide through use of an automatic 
telephone dialing system or device, or any other computer assisted technology 
as applicable. 

9. If you have any questions regarding privacy, please read our CDSS Privacy 
Policy. 
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